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Scammed
East Falls Village Tech Team



What is a Scam?
• An attempt to deceive you or fool you into giving up your 

resources, voluntarily or involuntarily.
◦ Resources can include financial assets, personal information or access to accounts

• Phone calls had historically been the main platform for scams, but 
now emails, text messages web page links/pop-ups and are now 
the main sources.



14 Common Scams
• Business Impersonator

• Charity Fraud

• Government Impersonator

• Grandkid/Family Scams

• Health Insurance Scams

• Home Repair Scams

• Identity Theft

• Investment scams

• Job and Money-Making scams

• Romance Scams

• Tech Support Scams

• Unwanted Calls and Messaging

• “You’ve Won” Scams

• Vacation/Airbnb Scams



What Do Most Scams Have in Common?
The “4 P’s”

1. Scammers PRETEND to be someone or some organization that they are not
◦ E.g. a relative, government agency, financial institution 
◦ Phone number on Caller ID may be faked

2. Scammers present a PRIZE or PROBLEM that you need to act on
◦ E.g. relative in trouble, money you owe, prize you won, computer problem, government agency  

problem, evidence of embarrassing activities

3. Scammers PRESSURE you to act immediately
◦ They want to trigger an emotional, not a rational response

4. Scammers want you to PAY in an unconventional (and untraceable) manner 
such as gift cards, wiring money or cryptocurrency



From FBI’s Internet Crime 
Complaint Center



Scam, Phishing and 
Smishing Examples



Common Text 
Message Scam

Suspicious URL, 
not US Postal 
Service



Don’t be 
Tempted!

Suspicious email, 
not Walgreens

Unsubscribing 
verifies your email 
account!



Scam or Spam?
It doesn’t Matter!

From 
kk.deal-dude.com!!



Classic Scam

Strategy is 

“Tyranny of the Urgent”

From a UK email address.
In the next slide, you’ll see that this fake 
message comes on Prime Day!



Oh my!  My Prime has expired just when I was about to place an order!!!



1. Not a Netflix 
subscriber

2. Email Not from 
Netflix



Text Message
“Smishing” 
Examples

Verizon gives 
option to 
block number



Grammatical error

Suspicious email
“You’ve Won”
Scam or Phishing 
Example



Spam or Scam?
Doesn’t Matter         

Just Delete



NOT from UPS



Your Security 
Software may flag 
Suspicious Links



A Classic
• Insufficient 

postage but not 
from USPS



Received by several EFV 
members, who knew “John 
Smith”

“Open Invitation” button 
contained link to a Russian web 
site, with a Log-IN page that 
askes for your Email password.



Telephone Scam



Voice Cloning 
using AI!!



A Philly lawyer nearly wired $9,000  to a
st ranger impersonat ing his son’s voice,
showing just  how smart  scammers are get t ing
by Ellie Rushing, Updated: March 9, 2020- 6:35 AM

As Gary Schi ldhorn w as dr i ving t o wor k f rom hi s Lower  M er ion home,

he got  a cal l  f rom an unfami l iar  num ber. H esi t ant , but  w or r ied i t  could

be a cl i ent  because of t he Phi ladelphia ar ea code, he answered.

“Dad, i t ’s me, Bret t ,”  said t he crying voice on the other  l i ne. “ I ’ve been

in an accident . ”
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bucks-county-Sheriff Scam



What potential scams 
have you experienced?



How to Avoid Being Scammed

• Delete
• Delete!
• Delete!!
• Delete!!!
• Delete!!!!
• The world hasn’t ended!

◦ You now have time to stop and think
◦ Ask someone before you act.



How to Avoid Being Scammed

• Don’t click links in emails.  Instead, go to the appropriate trusted web site, e.g your bank.

• Block unwanted calls and text messages; let unrecognized phone numbers go to voice mail.

• Don’t give your personal or financial information in response to a request that you didn’t 
expect, especially your Social Security, bank account, credit card numbers or your passwords.

• Check the email address of any suspicious messages. 
◦ Even if there is a company logo in the email, it may come from a non-company email

• Resist the pressure to act immediately.

• Never pay someone who insists you pay with a gift card, cryptocurrency or a wire transfer 
service like Western Union or MoneyGram.

• Never deposit a check and send money back to someone.

• Stop and talk to someone you trust: Talking about it could help you realize it’s a scam.



Best Practices to Avoid Scams
• Keep software up-to-date, especially operating systems and anti-malware

• Use Multifactor Authorization when available.

• Use spam filters/call blockers for email and smart phones 

• Avoid financial and other critical transactions on public WiFi

• Don’t “Unsubscribe” to an email list if you’ve never subscribed.  

• Monitor Credit Card and Bank statements or online for suspicious activities

• Sign up for the FTC’s Do Not Call Registry: https://www.donotcall.gov/

• Get free annual credit reports from Equifax, Experian or TransUnion if you 
suspect fraud or hacking



Multi-Factor Authentication (MFA) adds one or 
more “layers of protection” after you have signed 
in with a User ID and password

• Device identifiers (passive – Google knows you’re on a new device!)
• Code sent to your smart phone or email
• Personal security questions -- such as mother's maiden name or 

previous address
• Biometric, such as fingerprint, voice recognition or facial recognition
• Hardware “dongles” that are required for access to organization web 

sites or licensed software
Not foolproof, but significantly reduces (by 99%??) unauthorized access, 
protecting both the you and the service provider



Minimizing Damages If You Are Scammed
• Credit card have better consumer protections than debit cards

◦ Credit card issuer is liable for fraudulent transactions after $50 loss maximum 

• AAA, ISP’s and many Home Owners/Renters Insurance policies can provide fraud 
watch and recovery services for your devices and accounts for free or for a small 
additional cost.

• Make sure information on your devices is backed up-
◦ External drive and/or cloud

• For assistance in reporting and recovery:
◦ DOJ’s National Elder Fraud Hotline: https://ovc.ojp.gov/program/stop-elder-

fraud/providing-help-restoring-hope#833-fraud-11-or-833-372-8311
◦ FBI Internet Crime Complaint Center:  https://www.ic3.gov



Resources
• https://www.eastfallsvillage.org/scams


