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How Not to Get
Scammed

East Falls Village Tech Team



What is a Scam?

* An attempt to deceive you or fool you into giving up your

resources, voluntarily or involuntarily.
° Resources can include financial assets, personal information or access to accounts

*  Phone calls had historically been the main platform for scams, but
now emails, text messages web page links/pop-ups and are now
the main sources.



14 Common Scams

* Business Impersonator

* Charity Fraud

* Government Impersonator
* Grandkid/Family Scams

* Health Insurance Scams

* Home Repair Scams

* |dentity Theft

Investment scams

Job and Money-Making scams
Romance Scams

Tech Support Scams

Unwanted Calls and Messaging
“You’ve Won” Scams

Vacation/Airbnb Scams



What Do Most Scams Have in Common?
The “4 P’s”

1. Scammers PRETEND to be someone or some organization that they are not
° E.g. a relative, government agency, financial institution

° Phone number on Caller ID may be faked

2. Scammers present a PRIZE or PROBLEM that you need to act on

° E.g. relative in trouble, money you owe, prize you won, computer problem, government agency
problem, evidence of embarrassing activities

3. Scammers PRESSURE you to act immediately
° They want to trigger an emotional, not a rational response

4. Scammers want you to PAY in an unconventional (and untraceable) manner
such as gift cards, wiring money or cryptocurrency



INTERNET
CRIME
COMPLAINT
CENTER

www.ic3.gov

From FBI’s Internet Crime
Complaint Center

Complaints and Losses over the Last Five Years*

2018 351,937 3.26 Million
$2.7 Billion Total Complaints

[

467,361 $27.6 Billion
Total Losses

2019

$3.5 Billion

|

791,790
2020
$4.2 Billion

847,376

2021

$6.9 Billion

800,944

2022

h

B Complaints M Losses

$10.3 Billion
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Smishing Examples
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Common Text

Wed, Oct 4 at 9:35 AM

M essd ge Sca m [Track Packages] Your package

has arrived at the warehouse and
cannot be delivered due to
incomplete address information.
Please confirm your address at
the link.

@:ﬂﬂ.ua-usps.sh@ — Suspicious URL,
— not US Postal

(reply to 1to get a secure link) Service
Or

(Copy the link to your Safari
browser and open it)

incerely,
USPS Support Tea
The sender is not in your contact list.
Report Junk

N\




Don’t be
Tempted!

<mantirobust@hostQ.portcIe.us.com q <

€& YOUHAVE(1) NEW MESSAGE ...

(=)

Show less

o ([ Jeslcon

Date Oct 15, 5:13 PM

Walgreena

CONGRATULATIONS

Choose your egg and win
a prize!

If you no longer wish to receive these emails, you may unsubscribe by dicking here or by
writing to 6130 W Flamingo Rd. Las Vegas, NV 89103

o S

Suspicious email,
not Walgreens

Unsubscribing
verifies your email
account!




Scam or Spam?
It doesn’t Matter!

From
kk.deal-dude.com!!

10714223, 12:08 PM Yahoo Mail - Important Request: Please Accept Or Surrender Your Title

Important Request: Please Accept Or Surrender Your Title

From: Publishers Clearing House® Sweeps (noreply@kk.deal-dude.com)

To: |@/‘aﬁoo.com

Date: Saturday, October 14, 2023 at 07:28 AM EDT

We must have your decision regarding Prize Number ownership!

& pch

No Purchase Necessary. A Purchase Will Not Improve Your Chances of Winning.

Please add us to your Contacts

Your Decision is Immediately Reque

o d!

na o

1P FOR NEW PRIZE NUMBER

JRSH
PROOF OF OWNER . October 30th

We must have your decision: Accept your }
$15,000,000 Prize Of A Lifetime Prize Number or Act Now!
risk losing out on the chance to win millions. .

costiteg.




10/14/23, 1:49 PM Yahoo Mail - ! +-+~ RE : YOUR Amazn_Prime_Subscriptionn_Hass_Expired !! | 4-4~

! +-+~ RE : YOUR Amazn_Prime_Subscriptionn_Hass_Expired ! | +-+~

From: ! +-+~ Ama* Prime ! +-+~ (daotyvsvgmmdelhwtvgkfgknpsfntdwlksnjrrexyfysvueatvxqeho@tgltirmr.org.uk)

To: yahoo.com

Date: Tuesday, October 10, 2023 at 10:16 PM EDT

Classic Scam

Dear Prime_ Customer -

[ Js

Strategy is

" ” Your Membership has_Expired!
Tyranny of the Urgent

We tried_to_renew your_subscription_at the end_of each billing
cycle, but your monthly payment has failed

From a UK email address.

In the next slide, you’ll see that this fake
. FREE sub ipti A |

message comes on Prime Day! stbscripfion Approva

Obviously, we are looking forward to renew your subscription

Confirm your info below:

Username: [

Email: (___ J@yahoo.com

Subscription ID AMAZN -6681




Oh my! My Prime has expired just when | was about to place an order!!!

Credit Bureau Reporting... Yy Well Done! Your New October 2023 Scores are in, and you might be surpri... Oct 11
Tuesday
< ' | +-+~ Amazn Prime | +-+~ ¥% ! +-+~ RE : YOUR Amazn_Prime_Subscriptionn_Hass_Expired !! | +-... D Oct 10
& Yahoo Y7 October Prime Day is here (and the deals are %) Shop expert picksJ Oct 10
® The New York Ti ntelligence lapses paved the... Oct 10
@ Philadelphia Magazine Y7 Foobooz | Toast to Being 5-0 With These Eagles-Branded Spir... Plus... Oct 10




10:57 @ aclaol. B @ o £ = 0 57%6

< you_have_(1)_message

1. Not a Netflix  ifls
subscriber mfo@hostl.toktokx.com > kg

Show less
2. Email Not from o [ @aolcom
Netflix Date  Oct 28,7:53 PM

Renewal

<: Your membership hasexpired!

NETFLIX

Dear customer,
: Your membership has expired. :
! Butas part of our loyalty program, you can now extend for 90 days for free. :
: Enjoy Unlimited movies, TV shows, and more. Ready to watch? Extend your :

membership.

Extend for Free




Text Message
“Smishing”
Examples

Verizon gives
option to
block number

8:49 I 8 act s o ® 7= 0 67%m
{ & wfs@alerts.com v

This message is from an unsaved number. Beware of
smishing and phishing.

| Block number >

Tuesday, October 17

(FRAUD) Your Wells
Fargo debit card

has a temporary
restriction. Reach out to
18775450058 to verify
and authenticate your

account.
12:37 AM

5:27 @ actso. 3 . £ = .l 40% &

{ & pnc-msg57033729... v

This message is from an unsaved number. Beware of
smishing and phishing.

(\ﬁ
Block number

Tuesday, October 10

(Did you pay $67.48

at Exxon Mobil on
10/10/2023 @ 12:36:32
PM? If so, reply YES.

If not, 855-608-0519)
NgPDBW

12:36 PM
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€< You have won‘Pittsburgh 225
Piece Tool Set D

., Harbor Ereight Department
“You’ve Won” H
ShowTe

Scam or Phishing ©w [ Jeaolcom - Suspicious email
Date Today, 2:29 AM
Example

—— Grammatical error

HARBOR FREIGHT

QUALITY TOOLS LOWEST PRICES

You have been chosen {o participate
in our Loyalty Program for FREE!

We value your opinion and we would love to serve
you better. Please take a short 4 minute survey and
receive a fantastic prize.

Just answer a few questions
Thank you in advance for your time and feedback.

GET STARTED NOW »

THE NEWEST MOBEL YET
PITTSBURGH 225
PIECE TOOL SET




Spam or Scam?
Doesn’t Matter
Just Delete

10/14/23,1:36 PM

Yahoo Mail - BONUS: $100 Home Depot Gift Card Opportunity

BONUS: $100 Home Depot Gift Card Opportunity

From: Home Depot Sul (enquarter@pool.brightibetanlife.com)

Date: Thursday, October 12, 2023 at 02:39 AM EDT

You have The opportunity to receive a Home Depo'r gift
card worth $100!

Kindly share your experiences with Home Depot,
and as a gesture of appreciation,

You can choose from a variety of exclusive reward

offers
Take the Survey

This is an Advertisement




300 grA@EE o B = 4 84%H

< We have (1) pending package for
you

UPS
mancity@host1.toktokx.co

NOT from UPS

Date Today, 2:22 PM

Take this

You have (1) package
waiting for delivery.

Confirm your shipping details

CONTINUE

Schedule your delivery and subscribe to our push notifications
to avoid this from happening again!

Your tracking code’

IPHON-772-H9BS

SCHEDULE YOUR DELIVERY




Happy Places
701 Stony Acrs Rd
Wisconsin Dells, W1 53965

Your Security (Unsubscrive me from tha maliog
SOftwa re may flag Contact Info

Suspicious Links 0124 Vatmt M L, 001 Ploor

Datas, TX 78209

This s an emadl advertisement. To unsubacnbe from owr SPONOr _

O SUSPICIOUS LINK <'

NOMON NOw wams you of suspicous

S N B ks in your email 10 protect you from
MAlCIOUs acthity

* All or Forward




€&  Fw: We Need Your Confirmation To
Ship Your Order

]

to Me & 3 more sﬁ?
Today, 9:00 AM

A CI a SS i C Here's a classic.
® Insufficient Sent from Yahoo Mail for iPad
posta ge b u t n Ot Begin forwarded message:

On Friday, Oct T 2023, 2:51 AM, Open
frO m U S PS Immediatel@@pool.brightibetanlife4com>

wrote:

Your parcel is currently hel our distribution center due to
insufficient postage. Once the gJostage fee is settled, we'll
L arrange for the package dispatched and ready for your




Special Party Invitation from John Smith

Received by several EFV
members, who knew “John
Smith”

“Open Invitation” button
contained link to a Russian web
site, with a Log-IN page that
askes for your Email password.

Shhhhhhhhhhhhh ...

T L L T

Open invitation




S
O
O
N
)
c
o)
<
Q
9
w
-




Voice Cloning
using Alll

< @ Citizens @ -
Sponsored - @
Jane got a call from her daughter asking for money

for a medical expense Jane sent the money right
daug hter never made that

strategies.
#CybersecurityAwarenessMonth #Cybersafe #Al
#BanksNeverAskThat

Al scams

to look out for

citizensbank.com
. earn more
Cybersecurity Awareness Month




Monday, March 09,2020 | Today's Paper aﬂie]p&i[adelpﬁia Iu@itﬂ'

NEWS SPORTS BUSINESS OPINION POLITICS ENTERTAINMENT LIFE FOOD HEALTH REALESTATE OBITUARIES | =

ADVERTISEMENT

A Philly lawyer nearly wired $9,000 to a
stranger impersonating his son’s voice,
showing just how smart scammers are getting

by Ellie Rushing, Updated: March 9, 2020- 6:35 AM

COURTESY OF GARY SCHILDHORN

As Gary Schildhorn wasdrivingtowork from hisLower Merion home,
hegot acall from an unfamiliar number.Hesitant, but worried it could
be aclient because of the Philadelphia area code,he answered.

“Dad,it’sme, Brett,” said thecryingvoiceon theother line.“l’ve been
in an accident.”




bucks-county-Sheriff Scam




What potential scams
have you experienced?




How to Avoid Being Scammed

* Delete
* Delete!
* Deletel!l

* Deletelll

* Deletellll

* The world hasn’t ended!
°You now have time to stop and think
> Ask someone before you act.



How to Avoid Being Scammed

*  Don’t click links in emails. Instead, go to the appropriate trusted web site, e.g your bank.
*  Block unwanted calls and text messages; let unrecognized phone numbers go to voice mail.

* Don’t give your personal or financial information in response to a request that you didn’t
expect, especially your Social Security, bank account, credit card numbers or your passwords.

*  Check the email address of any suspicious messages.
> Even if there is a company logo in the email, it may come from a non-company email

*  Resist the pressure to act immediately.

*  Never pay someone who insists you pay with a gift card, cryptocurrency or a wire transfer
service like Western Union or MoneyGram.

*  Never deposit a check and send money back to someone.

*  Stop and talk to someone you trust: Talking about it could help you realize it’s a scam.



Best Practices to Avoid Scams

* Keep software up-to-date, especially operating systems and anti-malware

* Use Multifactor Authorization when available.

* Use spam filters/call blockers for email and smart phones

* Avoid financial and other critical transactions on public WiFi

*  Don’t “Unsubscribe” to an email list if you’ve never subscribed.

*  Monitor Credit Card and Bank statements or online for suspicious activities

*  Sign up for the FTC’s Do Not Call Registry: https://www.donotcall.gov/

* Get free annual credit reports from Equifax, Experian or TransUnion if you
suspect fraud or hacking



Multi-Factor Authentication (MFA) adds one or
more “layers of protection” after you have signed
in with a User ID and password

Device identifiers (passive — Google knows you’re on a new device!)
Code sent to your smart phone or email

Personal security questions -- such as mother's maiden name or
previous address

Biometric, such as fingerprint, voice recognition or facial recognition

Hardware “dongles” that are required for access to organization web
sites or licensed software

Not foolproof, but significantly reduces (by 99%?7?) unauthorized access,
protecting both the you and the service provider



Minimizing Damages If You Are Scammed

Credit card have better consumer protections than debit cards
o Credit card issuer is liable for fraudulent transactions after S50 loss maximum

* AAA, ISP’s and many Home Owners/Renters Insurance policies can provide fraud
watch and recovery services for your devices and accounts for free or for a small
additional cost.

*  Make sure information on your devices is backed up-
o External drive and/or cloud

*  For assistance in reporting and recovery:

> DOJ’s National Elder Fraud Hotline: https://ovc.ojp.gov/program/stop-elder-
fraud/providing-help-restoring-hope#833-fraud-11-or-833-372-8311

o FBI Internet Crime Complaint Center: https://www.ic3.gov
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East FallsVillage

STAYINGINPLACE, IN OUR COMMUNITY

How Not to Get Scammed - Resources

-https:/www.aarp.org/money/scams-fraud/

-https://consumer.ftc.gov/scams

-https://finance.yahoo.com/news/more-

° https ://WWW_ea stfallsvil |age_org/sca ms scammers-are-ruining:peoples-vacations-heres-

how-to-protect-yourself-

132630519.html?.tsrc=372

https://ovc.ojp.gov/program/stop-elder-

fraud/providing-help-restoring-hope#833-fraud-

11-0r-833-372-8311

*AARP PA Fraud Watch Minute (YouTube):
https:/www.youtube.com/playlist?
list=PL9qnZg-hE64-

nK8sMLgxkOybLPVGIZ98i
H -https://securityplanner.consumerreports.org/
HOW to Keep From Gettlng -https://www.citizensbank.com/learning/cyber-
security-center.aspx?ctzMode=MKL-
Scammed SOC_FBK_CNV_CTZ_ECS_CYB23CFBK1
— -https://www.donotcall.gov/
ig(‘ Ai\ﬂ i Free Annual Credit Reports
e e https://www.experian.com/consumer-
AI-‘:R ' ; products/free-credit-report.html
https://www.equifax.com/personal/credit-
report-services/free-credit-reports
Want to learn about scams, and how https:/www.transunion.com/annual-credit-
. . rt
to avoid them? CLICK HERE for online i

resources and more.
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